Informed consent for treatment is a judicially created doctrine developed in the Civil Rights Era. 3 The doctrine is premised on the concept that not only do individuals have a right to decide what happens to their bodies, but that individual goals, not simply medical goals, should drive treatment choices.
To afford patients the information necessary to make these choices, healthcare professionals are given the responsibility (and legal duty) to provide education about medical treatment options.
But the original model rests on a construct in which the healthcare professional (at the time, mostly physicians) retained significant control over medical information and resources. In fact, before the development of the doctrine of informed consent, not only were patients not involved in choosing a treatment, they often were not even told their diagnosis. There are debates about whether the original doctrine of informed consent weighed too heavily in favor of autonomy over beneficence. But it did so against a history in which patient played almost no role in medical decision making, and, thus, an effort to overcompensate is understandable.
Fast-forward half a century and our world looks very different. With the advent of e-medical diagnostic tools, direct-to-consumer advertisements, over-the-counter access to medications, and individually controlled genetic testing, the model of control has started to shift away from physicians. At the same time, we continue to push the concept of autonomous decision making into situations in which it may less easily function.
New structures of healthcare delivery rely on fully informed patients making choices based on complex quality and cost data, with little understanding about the limitations of informed consent in this context.
Patients are regarded as consumers of healthcare, much as people are thought to be consumers of other goods and services. Less attention is paid to whether information sharing and informed consent can live up to the goals we currently set for them. Not only do we expect individuals to incorporate increasing amounts of complex information into their decisions (including information that is provided outside of the traditional patient-physician relationship), we see a growing effort to place individual responsibility on people for maintaining their health. In some cases we even blame patients for what are seen as poor choices, such as obesity. What role can and should informed consent play in the current system? Should healthcare professionals still have the same disclosure obligations in the information overload of the internet world?
How can the new technologies help facilitate information transfer, and how should the legal doctrine accommodate such changes?
After providing a brief background on informed consent, this Article explores the proliferation of e-health technologies and introduces some of their ethical and legal implications. It will focus on two areas: use of e-health 4 tools to supplement traditional informed consent practices, and the use of e-health technologies to replace traditional medical interactions.
I. BACKGROUND

A. Informed Consent 5
A doctrine judicially created in the late 1960's and early 1970's, informed consent has become a standard part of medical practice. 6 It is an interesting question whether the judicial doctrine drove the ethical one or vice versa. Prior to development of the judicial doctrine, consent played little or no role in standard medical practice. Unlike, for example, the doctrine of confidentiality, which has a long history in medicine, informed consent does not show up in ethical 4 There are both provider and consumer e-health tools. This paper focuses on the latter, e.g., "a broad category of electronic tools and services that are primarily consumer oriented but that overlap with health information technology, a term more conventionally used in the context of technology for health care providers." Lygeia Ricciardi et al., According to the version proposed by Beauchamp and Childress, the principles include autonomy, nonmaleficence, beneficence, and justice. In many applications of the principalist approach the principle of autonomy seems paramount.
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11 Justice concerns (sometimes referred to as fairness or equality) may limit the distribution of scarce resources. In such cases we may limit the types of choices the individual can make to ensure a more just distribution across society.
Vol. 11:2that even if autonomy is, or should be, a primary value in our society, there are limits to the extent to which we can expect patients to make fully autonomous decisions. Individuals do not function in a vacuum and rarely make decisions without input and advice from various people (e.g., family, friends, and sometimes experts). Moreover, the fact that someone may make a decision, even an important one, without fully considering all of the relevant information does not mean we should not give it respect and weight. Part of being an autonomous individual is having the right to make decisions without full information. Additionally, there is a growing psychological literature which indicates that decision making can be influenced in a variety of ways, including simply by the way in which certain information is disclosed. 12 I will return to this point later.
Informed consent, while often referred to as a unitary concept, is really made up of two requirements: a duty to disclose information and a right to make decisions. To meet the information requirement, physicians must disclose basic information about the patient's diagnosis and treatment options along with their risks, benefits, and alternatives. The patient is asked to either consent to or refuse the treatment (in this sense, "informed choice" may be a better name for the doctrine than "informed consent" since refusals must also be informed). 
B. Rise of E-Health
In fact, it is this focus on individual control over self and the benefits which may flow from promoting autonomy that have prompted many of the technological advances in consumer e-health. Various studies over the past decade have focused on developing mechanisms to facilitate patient engagement in their medical care to achieve better health outcomes. 19 The 2001 Institute of Medicine report "Crossing the Quality Chasm: A New Health System for the 21st Century," emphasized that information technology ("IT") should play a significant role in achieving this goal. 20 The report noted that, among other things, IT can do the following: Research exploring the benefits of e-heath determined that "[pleople who use e-health resources feel better prepared for clinical encounters, ask more relevant questions, know more about their health care, and are more likely to take steps to improve their health, compared to those who do not." 2 2 As more people use e-health tools there should be a greater effect on the system. According to current estimates, "80 percent of US internet users have searched for health information online... 34 percent of internet users have read about other people's health and medical experiences online, and 18 percent of internet users have gone online to find others who share their health condition or concern." 23
II. THE CONSUMER E-HEALTH UNIVERSE
The e-health universe is extensive and a full analysis of all of the new technologies is beyond the scope of this article. For our purposes, there are two primary developments of interest. The first is the use of e-health technology to promote the shared decision making model, as a supplement to traditional informed consent. The second is the use of e-health technology as a substitute for clinical encounters. The following sections will address each of these in turn. (footnotes omitted). The authors also posit that the limits of e-health use are based not on lack of interest, but lack of access to the internet and that the appeal of e-health crosses a wide array of age, gender, and diversity lines. Id. at 377.
A. E-Health and Shared Decision Making
595
While the idea of shared decision making in informed consent is not new, 24 the development of the "shared decision making" ("SDM") model is more recent. 25 The model is premised on the assertion that the "emphasis on patient autonomy in medical-decision making can go too far" 26 and that 'Idlemonstrating respect for patient autonomy does not require physician to remain neutral sources of information in the care of their patients."
27
Rather than have the physician provide all information and the patient make a decision without input, a better approach would be to emphasize the shared aspects of decision making. As a result, the SDM approach involves a process of communication in which the physician and patient both evaluate together the patient's medical goals, life preferences, and risks/benefits of all viable treatment alternatives. 28 A key to the implementation of SDM involves the use of decision support tools (in some cases multiple tools) to supplement the conversations between physician and patients. The "patient decision aids" are supposed to be standardized, evidence-based tools.
30
While they may take a variety of forms, including print, audio, or video media, there is a current shift toward internet-based technology. 31 Although the goal of the SDM tools is to supplement the clinical informed consent process, "[m]any, if not most, patient decision support interventions have designs that make it possible for patients to use them independently of the clinical encounter because they contain comprehensive information and guidance." 32 Nonetheless, they are not intended to be freestanding tools; their focus, instead, is on helping the patient identify his or her preferences, goals, and questions prior to the informed consent dialogue with the healthcare provider. 33 The SDM model raises various issues for the legal doctrine of informed consent but does not necessarily challenge the underlying framework.
Others have addressed these issues in detail and their work will not be repeated here.
Nadia Sawicki explores the tort law been used to mean many different things, such as a process requiring mutual agreement between patient and physician or a method of providing information to the patient and then leaving the patient to make her own decision."). They conclude that we must do a better job at assuring quality in this context by developing clear standards and certification mechanisms for the tools, address how provider reimbursement will work when using the tools, and expand research regarding the effectiveness of the tools. There are also some interesting questions about how courts will respond to the use of the tools in altering traditional informed consent liability. For example, Washington state enacted legislation in 2007 making the use of a SDM tool prima facie evidence of legally valid informed consent. While a traditional signed informed consent form likewise constitutes prima facie evidence, the SDM tool creates a heavier burden of rebuttal for any patient seeking to challenge informed consent as inadequate. Thus a patient would have to show negligence by clear and convincing evidence that consent was not informed, instead of the usual preponderance of the evidence. 36 Washington also recently enacted legislation encouraging the use of SDM aids and proposed a process for certifying decision aids. 37 These new tools are all built upon the current informed consent framework (albeit some with the tweaks of the SDM approach) and raise few questions beyond the ones addressed above. Key concerns remain: assuring quality, facilitating access, and ensuring that the tools are developed using empirical evidence regarding what approaches facilitate understanding and informed consent. This latter point is further complicated by the rise of ehealth substitutes for clinical encounters, discussed below.
B. E-Health Substitutes for Clinical Encounters
Perhaps more interesting than the use of supplemental decision making tools is the development of e-Health substitutes for traditional clinical encounters. Interest in "medical apps" (a term that appeared around 2007) has increased enormously over the past few years. 48 percent willing to accept a prescription for medication." 54 Happtique, a subsidiary of the business arm of the Greater New York Hospital Association, is working on a system to allow doctors to prescribe apps, which would then be "filled" at app stores by patients. 5 5 Government officials in the United Kingdom recently announced that doctors will be encouraged to prescribe smartphone apps to help patients manage conditions ranging from diabetes to depression. 5 6 These new mobile apps range from data gathering, to information sharing (between patient and healthcare provider), to actually providing care. One of the pioneers in the prescription-app field is a company called WellDoc. WellDoc has a DiabetesManager system, which "patients can use through a smartphone app, standard cellphone or uk/healthlhealthnews/9097647/Doctors-told-to-prescribe-smartphone-appsto-patients.html, archivedathttp://perma.cc/XAK5-H2BY.
57 Id.
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59 WeIlDoc Launches BlueStar, First FDA-Cleared, Mobile Prescription Therapy for Type 2 Diabetes with Insurance Reimbursement, BUsINESsWIRE (June 13, 2013, 9:00 AM), http://www.businesswire.com/ news/home/20130613005377/en/WeIlDoc-Launches-BlueStar-FDA-Cleared-
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According to its website, "BlueStar is intended to provide secure capture, storage, and transmission of blood glucose data as well as information to aid in diabetes selfmanagement. . . . In addition, BlueStar provides coaching messages (motivational, behavioral, and educational) based on real-time blood glucose values and trends." 60 A few major national employers-including Ford Motor Company, Rite Aid, and DexCom-have already agreed to reimburse employees who use the app through prescription benefit plans. Patients will take the physician's prescription to a pharmacist, who adjudicates the claim and notifies WellDoc. WellDoc then dispatches a staffer to meet with the patient, install the app, and offer training. 6 1 In another example of efforts in this area, the Veteran Affairs Administration's National Center for PostTraumatic Stress Disorder has been in collaboration with the National Center for Telehealth and Technology ("NCTT") to develop a new genre of mobile apps to assist veterans and active duty personnel (and civilians) who are experiencing symptoms of post-traumatic stress disorder ("PTSD") and traumatic brain injury. 62 According to NCTT's website, the key features of the PTSD app include: * Self-Assessment: Self-assessment of PTSD symptoms with individualized feedback, and ability to track changes in symptoms over time. PTSD Coach Mobile Application has been downloaded 45,000 times in fifty-eight countries, with high consumer satisfaction (according to the ratings in the app store-iOS: 5/5; Android: 4.5/5).
It was awarded the Federal Communication Commission Chairman's 2011 AAA award, the 2012 American Telemedicine Association Annual Awards, and named the best federal government app according to NextGov.com. 64 More than three-quarters of patients found PTSD coach enhanced their understanding of PTSD and its symptoms; helped them find ways to manage those symptoms; made them feel more comfortable seeking support; enabled them to feel they can do something; and allowed them to track problems, find additional resources, and provided practical solutions to problems. understandable formats) in order to make a decision. While the SDM model shifts slightly away from the idea of the patient as a unitary decision maker, it still accepts the basic tenet that autonomous choice is possible as long as information is plentiful.
Various studies of traditional informed consent over the years challenge this assumption. Individuals have great difficulty understanding some of the complex information shared in these areas.
For example, Peter Schwartz recognizes that "the existence of 'heuristics' and 'biases' in human thought [ hinder the rational processing of quantitative information" on the risks and benefits of a medical intervention. 6 8 For example, the majority of the population in the United States (and elsewhere) cannot understand probabilities and frequencies. 69 Most people use cognitive shortcuts to analyze statistical information, such as giving undue weight to examples they can call to mind most easily (consider the larger fear of airline crashes than car crashes, despite a greater statistical likelihood of the latter).
There are biases such as "anchoring and adjustment" (allowing a previous incorrect overestimation of a risk to determine its importance in later decisions), "optimism bias" (assuming you will be the one lucky person when given a description of odds), and "denominator neglect" (failing to consider the overall population when focusing on a serious risk that affects a very small number of people in the group).70 Decision aids that provide such quantitative information may be as likely to cause confusion for a decision maker as face-to-face interactions, which also convey such information. As a result, Schwartz argues that we ought to consider how we incorporate quantitative information into decision aids and consider carefully the algorithms that determine which quantitative information patients want. "nudging"-also known as "choice architecture"-and informed consent highlights the effect of small differences in the presentation of information (even the order in which something is discussed) on the patient's eventual choice. 72 These challenges to the traditional model of informed consent raise similar concerns for the use of new technologies as both supplements and substitutes for informed consent. These tools raised additional concerns since the provision of information via e-media may further obfuscate the nuances of information disclosure and potentially increase the effect of any biases. At the very least, more data is needed on the ways in which these tools might influence decision making. For example, do patients give more weight to information provided through these tools? Others have pointed out that the evidence supporting the use of decision making tools does not necessarily "support its potential to reduce overtreatment and costs" in part because of "inadequate consideration of the complexity of how patients construct and express their preferences for treatment." 73 Likewise, we do not know whether these tools actually help achieve better informed consent since we lack measurements to determine what actually constitutes better or worse informed consent processes. More information is not always better, nor does it necessarily increase freedom of choice. Furthermore, to the extent that we do have theories that might drive the goals of informed consent, it is not clear that these theories are driving the development of the e-health tools (this may be less true of some of the new comprehensive e-consent frameworks). Moreover, setting standards to achieve quality control is crucial, but without a structure for understanding what measurements of quality to apply it is an almost impossible task. What information to provide and in what format are still key questions for informed consent and we need more specific answers than the general approach of "all information" provided in an "understandable format."
Paradoxically, gathering data about the specific uses of the new tools and the implications for patient choice raise additional ethical concerns.
There is little evidence regarding the type and extent of data collection that happens behind the scenes in health apps. Many companies may view the data they gather as a proprietary resource, to be used for the further development of e-media tools. Few people provide fully informed consent to the use of their information garnered from apps, medical ones included. Whether or not we should be concerned about the lack of individual consent and control in this area may depend on whether we think the information is used appropriately, and whether we see this data as entitled to protections similar to those given to other types of medical information.
IV. CONCLUSION
The use of e-health technologies is likely to increase exponentially as more tools are developed.
They will continue to play an important role both in supplementing and supplanting clinical encounters. There are significant benefits derived from their adoption, and my goal is not to limit innovation. Nonetheless, it will be important to consider some of the concerns raised by the use of these tools in different contexts and to develop ways to address those concerns in order to prevent later problems. Overall, informed consent will continue to play an important role in healthcare, despite the varying sources of information, but expectations regarding the benefits of the doctrine should be subject to realistic constraints and informed by empirical data about the limits of autonomous medical decision making. Technology moves forward quickly; ethics and evaluation move at a slower pace. It behooves us to work hard to catch up in this context. Vol. 11:2 
